Appendix D: Approved AI Tool List
Companion register to the AI Acceptable Use Policy, Sections 6, 7.1, and 9
[ORGANIZATION NAME]    |    Maintained by: [AI Governance Lead]    |    Last updated: [Insert Date]    |    Version: [1.0]
How to Use This Register
This is the operative document behind the Policy. A tool is permitted only if it appears in Section 1 or 2 below, is being used for a listed use case, and is receiving data at or below its listed maximum classification. Anything else is Shadow AI under Section 6 of the Policy, including an approved tool used outside its approved scope.
1. The AI Governance Lead owns this register. No one else edits it.
1. New tools are added only after the Appendix A diligence checklist is complete and attached to the vendor record.
1. Denied tools stay recorded in Section 3 so the same request is not re-litigated every quarter.
1. Every row carries a reassessment date. Reassess at least annually, and immediately on a change of ownership, subprocessor, security posture, or a reported breach.
1. Circulate the current version to all Personnel whenever a row is added, removed, or has its data classification changed.
Example rows are shown in italics. Delete them before adoption.
1. Approved Standalone AI Tools
	Tool / Vendor
	Plan & Account Type
	Approved Use Cases
	Max Data Classification
	Required Configuration
	Approved By / Date
	Next Reassess
	Status

	Example: Acme Chat AI
	Enterprise, org-wide SSO. Free tier NOT approved.
	Internal drafting, summarizing internal documents, brainstorming, editing.
	Confidential (no privileged, no regulated personal data)
	Training on inputs disabled; 30-day retention; SSO enforced; memory and chat history sharing off; no third-party plug-ins.
	[Name], [Date]
	[Date]
	Approved

	Example: Acme Legal Research AI
	Firm license, per-seat
	Legal research starting point only. All citations verified per Section 8.
	Privileged
	Matter-level segregation on; audit logging enabled; retention set to minimum.
	[Name], [Date]
	[Date]
	Approved

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


2. Approved AI Features Embedded in Existing Software
AI features that arrive inside software the Organization already licenses are the most common source of unapproved use, because no one experiences turning them on as adopting a new tool. Each feature is approved or denied separately from its host product. A licensed word processor does not carry an approval for the AI assistant added to it.
	Host Product
	AI Feature
	Approved Use Cases
	Max Data Classification
	Required Configuration / Notes
	Status

	Example: Office suite
	Document drafting assistant
	Drafting and editing of internal documents only.
	Internal
	Tenant-level data boundary confirmed with IT. Not approved for client matter files.
	Approved

	Example: Video conferencing platform
	Automatic meeting summaries
	Internal meetings only, with all participants notified.
	Internal
	Disabled by default for external and client calls. Consent required before enabling. See Policy Section 5.
	Conditional

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


3. Denied, Retired, and Restricted Tools
Recording the reason is what keeps this section useful. Without it the same tool is requested again next quarter and the diligence is repeated from scratch.
	Tool / Vendor
	Date
	Decision
	Reason
	Revisit When

	Example: Consumer chat assistant, free tier
	[Date]
	Denied
	Vendor trains on submitted inputs with no contractual opt-out at this tier. Fails Appendix A, Data Handling.
	If an enterprise agreement with a no-training commitment becomes available.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


4. Data Classification Key
Align this with the Organization’s existing information security classification scheme rather than creating a parallel one. Where the two differ, the existing scheme governs and this table should be rewritten to match it.
	Classification
	Definition
	Examples

	Public
	Already published or cleared for public release.
	Marketing copy, published articles, public filings.

	Internal
	Non-public Organization information with no client, personal, or third-party confidentiality obligation attached.
	Internal process documents, templates, non-sensitive administrative material.

	Confidential
	Non-public information belonging to the Organization, a client, or a third party, subject to a confidentiality obligation.
	Client matter details, unfiled work product, financial data, third-party materials under NDA.

	Privileged
	Attorney-client privileged communications and attorney work product.
	Legal advice, litigation strategy, privileged correspondence.

	Regulated Personal Data
	Personal data subject to a specific statutory regime.
	Data within scope of GDPR, CCPA/CPRA, HIPAA, GLBA, or comparable regimes.


A tool approved to a given classification is approved for that level and everything below it. Nothing above it, in any circumstance, without a new approval.
5. Register Change Log
	Date
	Change
	Approved By

	[Date]
	Register established.
	[Name]

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Drafting note: This register is a template, not legal advice, and should be tailored by qualified counsel alongside the Policy it accompanies. Smaller organizations should not create separate roles to maintain it. Name one person as AI Governance Lead, give them the register, and require that every addition trace back to a completed Appendix A checklist. Delete this note and all italicized example rows before circulating.
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